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[bookmark: _Toc122419164][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc131158388]6.2.9	User consent for analytics
Depending on local policy or regulations, to protect the privacy of user data, the data collection, ML model training and analytics generation for a SUPI or GPSI, Internal or External_Group_Id or "any UE" may be subject to user consent bound to a purpose, such as analytics or ML model training. The user consent is subscription information stored in the UDM, which includes:
a)	whether the user authorizes the collection and usage of its data for a particular purpose;
b)	the purpose for data collection, e.g. analytics or model training;.
c) 	the PLMN(s) allowed to collect the user’s data for the purpose.
The NWDAF retrieves the user consent to data collection and usage from UDM for a user, i.e. SUPI prior to collecting user data from an NF as described in clause 6.2.2 and from a DCCF as described in clause 6.2.6. In roaming scenario, the NWDAF with roaming entry capability is deemed to be the enforcement point to check user consent. If the PLMN of the NWDAF is in the PLMN(s) allowed to collect the user’s data for the purpose, the UDM returns purpose and user consent specific to the PLMN to the NWDAF. Otherwise, if the PLMN is not in the PLMN(s) allowed to collect the user’s data for the purpose, the UDM returns purpose and the relevant user consent which is set as not granted to the NWDAF. Whether the V-NWDAF or the H-NWDAF will be the enforcement point is determined based on the local regulations or operator policy.
If a request for analytics is for "any UE", meaning that the consumer requests analytics for all UEs registered in an area, such as a S-NSSAI or DNN or AoI, then the NWDAF resolves "any UE" into a list of SUPIs using the Namf_EventExposure service with EventId "Number of UEs served by the AMF and located in an area of interest" and retrieves user consent for each SUPI. If a request for analytics is for an Internal or External Group Id, NWDAF resolves it into a list of SUPIs and retrieves user consent for each SUPI.
If user consent for a user is granted, then the NWDAF subscribes to user consent updates in UDM using Nudm_SDM_Subscribe service operation. Otherwise, the NWDAF excludes the corresponding SUPI from the request to collect data and generate analytics or ML model on the other users for which user consent is granted if the request is for a group of UE or "any UE.
When data is collected from the UE Application, the ASP is responsible to obtain user consent to share data with the MNO.
If the UDM notifies that the user consent changed, then the NWDAF checks if the user consent is not granted for the purpose of analytics or model training. If user consent was revoked for a UE, the NWDAF stops data collection for that UE. For analytics subscriptions to UE related analytics with the Target of Analytics Reporting set to that UE, the NWDAF stops generation of new analytics and stops providing affected analytics to consumers. For ML model subscriptions with Target of ML Model Reporting set to that UE, the NWDAF containing MTLF stops (re-)training of ML model(s) using data from the UE and stops providing the ML model(s) to consumers (NWDAF containing AnLF) for analytics. If the Target of Analytics Reporting or Target of ML model Reporting is either an Internal or External Group Id or a list of SUPIs or "any UE", the NWDAF skips those SUPIs that do not grant user consent for the purpose of analytics or model training. The NWDAF may unsubscribe to be notified of user consent updates from UDM for users for which data consent has been revoked.
NOTE:	The NWDAF can provide analytics or ML model to consumers that request analytics or ML model for an Internal or External Group Id, or for "any UE", skipping those users for which consent is not granted or is revoked.
The Analytics ID that needs to check user consent before collecting input data are those that collect input data per user, i.e. per SUPI, GPSI, Internal or External Group Id, or those with the Target of Analytics Reporting or Target of ML model Reporting set to a SUPI, GPSI or External or Internal Group Id and are described in clause 6.

* * * * Next change * * * *
[bookmark: _Toc131158389]6.2.10	Data collection by H-NWDAF from V-NWDAF for outbound roaming users
This procedure may be used by the NWDAF in the HPLMN as service consumer to subscribe/unsubscribe to notifications about input data from the VPLMN for outbound roaming users (from the HPLMN perspective). H-NWDAF and V-NWDAF in the procedure are the NWDAFs with roaming entry capability.


Figure 6.2.10-1: Analytics subscription by H-NWDAF from V-NWDAF for outbound roaming users
1.	For subscription to collecting data related to the UE(s), the H-NWDAF may checks the user consent of related users.
Editor´s note:	Whether and how the user consent to be checked needs to be aligned with SA WG3.
2.	The H-NWDAF of HPLMN discovers V-NWDAF of VPLMN that supports the Nnwdaf_RoamingData service using the NRF.
Editor´s note:	Parameters and how to discover V-NWDAF of VPLMN from NRF is FFS.
NOTE 1:	The access to the Nnf_EventExposure services is expected to be restricted to NF service consumers within the same PLMN to prevent bypassing checks based on user consent and operator policy.
3.	The H-NWDAF subscribes/unsubscribes to notifications about input data by invoking the Nnwdaf_RoamingData_Subscribe / Nnwdaf_RoamingData_Unsubscribe service operation.
Editor´s note:	Parameters for the Nnwdaf_RoamingData Subscribe service operation are FFS.
4.	V-NWDAF checks if the HPLMN is authorised to request the input data based on VPLMN operator polices (that may depend on the HPLMN and may indicate permissible or restricted input data and related parameters). The V-NWDAF may check the user consent of related users based on subscription data from H-UDM.
NOTE 2:	Whether the H-NWDAF or V-NWDAF will be the user consent enforcement point depends on the local regulations or operator policy.
Editor´s note: Authorization aspects need to be aligned with SA3.
5.	The V-NWDAF triggers new data collection if needed and monitors the requested input data using procedures as described in clauses 6.2.1 to 6.2.8.
6.	The V-NWDAF may restrict the exposed input data based on VPLMN operator polices (that may depend on the HPLMN).
7.	The V-NWDAF notifies input data to the H-NWDAF.

* * * * Next change * * * *
[bookmark: _Toc131158390]6.2.11	Data collection by V-NWDAF from H-NWDAF for inbound roaming users
This procedure may be used by an NWDAF in the VPLMN to subscribe/unsubscribe to notifications about input data from the HPLMN for inbound roaming users (from the VPLMN perspective). H-NWDAF and V-NWDAF in the procedure are the NWDAFs with roaming entry capability.

[image: ]
Figure 6.2.11-1: Analytics subscription by V-NWDAF from H-NWDAF for inbound roaming users
1.	For subscription to collecting data related to the UE(s), the V-NWDAF may check the user consent of related users.
12.	The V-NWDAF of VPLMN discovers H-NWDAF of HPLMN that supports the Nnwdaf_RoamingData service using the NRF.
Editor´s note:	Parameters and how to discover H-NWDAF of HPLMN from NRF is FFS.
NOTE 1:	The access to the Nnf_EventExposure services is expected to be restricted to NF service consumers within the same PLMN to prevent bypassing checks based on user consent and operator policy
23.	The V-NWDAF subscribes/unsubscribes to input data information by invoking Nnwdaf_RoamingData_Subscribe / Nnwdaf_RoamingData_Unsubscribe service operation.
Editor´s note:	Parameters for the Nnwdaf_RoamingData_Subscribe service operation are FFS.
34.	H-NWDAF checks if the VPLMN is authorised to subscribe to the indicated input data based on HPLMN operator polices (that may depend on the VPLMN and may indicate permissible or restricted input data and related parameters) and user consent of related users. The H-NWDAF may check the user consent of related users based on subscription data from H-UDM.
Editor´s note:	User consent check needs to be aligned with SA WG3.NOTE 2:	Whether the H-NWDAF or V-NWDAF will be the user consent enforcement point depends on the local regulations or operator policy.
Editor´s note: Authorization aspects need to be aligned with SA3.
45.	The H-NWDAF triggers new data collection if needed and monitors the requested input data, using procedures as described in clauses 6.2.1 to 6.2.8.
56.	The H-NWDAF may restrict the exposed input data based on HPLMN operator polices (that may depend on the VPLMN).
67.	The H-NWDAF notifies input data to the V-NWDAF.

* * * * End of changes * * * *
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